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ABSTRACT

The Mobile ad hoc networks (MANET) have become most significant and are being used widely in many
applications. Generally, these applications require low cost, low energy and low data nodes that communicating
over multiple hop to cover a large geographical area. In internet protocol version (IPv6) based MANETS, the
neighbor discovery enables nodes to self-configure and communicate with neighbor nodes through auto
configuration so the chances of energy consumption and security of network become high. This paper presents a
survey of different routing protocols of IPv6 based MANET to minimize the cost, delay, energy consumption rate.
The major dispute in providing connectivity is to minimize the energy consumption of network and provide
security in ad hoc routing protocol between nodes and ad hoc networks. There, this paper focuses on comparative
analysis of routing protocols with their security and also we briefly describe different ways to provide global
security for IPv6 based MANETS.

Keywords: Mobile ad hoc networks (MANET), IPv6, Routing protocols, QoS parameters.

l. INRTODUCTION

Wireless equipment’s such as Bluetooth or the 802.11 standards enable mobile devices to set up a Mobile Ad-hoc
Network (MANET) by connecting dynamically through the wireless medium without any centralized
configuration [1]. MANETs recommend several advantages over traditional networks including reduced
infrastructure costs, ease of founding and fault tolerance capability, as routing is performed independently by
nodes using other intermediate network nodes to forward packet data from one node to another node [2], this
multi-hopping reduces the chance of security. So IPv6 based MANET is introducing by researches which a
combination of mobile nodes that dynamically structures a temporary network. It executes without the usage of
existing infrastructure with more security by using the concept of Secure Neighbor Discovery (SeND) with Light
Weight Cryptographic Address Generation (LW-CGA). Because of the property of self-deliberate, in which every
point of network behaves as source or router and moreover every nodes keep moving freely in network area.
MANET plays an important role in connectionless system. Security is the primary need in mobile ad hoc network
for securing the sensitive information from hackers. In MANET, normally, numbers of attacks are routing protocol
attacks. Mobile Ad-hoc system is the kind of system, where communication happens in remote medium utilizing
an access point. Different systems like WSN (Wireless Sensor Network) are the systems in which communication
happens through physical medium.
MANET is the foremost promising network and multiple access procedure for data transmission because:

«+ Itis strong to frequency-selective fading,

%+ Compensates for the effect of multipath at the receiver node by designing a filters, which can gather the

transmitted energy spread over multiple nodes, and
«»+ Allows receiver nodes to differentiate among signals simultaneously transmitted by multiple transmitting
nodes.

For these reasons, MANET increases network reuse and reduces packet retransmissions rate, which results in
decreased energy consumption and increased network throughput within the ad hoc network. The Internet protocol
version 6 (IPv6)-enabled network architecture has recently attracted much attention. In this paper, we introduce a
comparative analysis of MANET routing protocols based on IPv6 with security algorithm that provide better
security mechanism during the transmission of packet data.
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The Communication in MANET is occurring by utilizing multiple ways [2]. Hubs in the MANET offers the
remote medium and the topology of the system changes sporadically also alertly. In movable area, breaking of
communication connection is exceptionally less, as hubs are allowed to move to anywhere the thickness of hubs
and quantity of hubs are relying on upon the application in which they are utilizing Mobile network. Mobile Ad
hoc network have offered ascent to many applications. With numerous applications, there are still some outline
issues and difficulties to overcome.

In the below Figure 1, example of typical MANET is given, in which the radio range for every single node is
demonstrated by a circle around that specific node. Such that, A can reach D either by following the route A-B-
C-D or by A-B-D-C.

Figure 1: Architecture of MANET

Above figures represent the architecture of MANET to transmit the packet data from one node to other node using
routing mechanism. The existing MANET routing technique is allowing a lot of users to distribute simultaneously
a finite amount of packet data with less distortion but there is a main concern of security of data. In general,
MANETS are formed dynamically by an autonomous system of mobile nodes that are connected via wireless links
without using the existing network infrastructure or centralized administration. With the advantage of dynamic
topology i.e. the nodes are free to move randomly and organize themselves arbitrarily; such flexibility and
convenience do come at price.

Ad hoc wireless networks inherit the traditional problems of wireless communications and wireless networking
[10]:

» The wireless medium has neither absolute, nor readily observable boundaries outside of which stations are
known to be unable to receive network frames;

The channel is unprotected from outside signals;

The wireless medium is significantly less reliable than wired media;

The channel has time-varying and asymmetric propagation properties;

Hidden-terminal and exposed-terminal phenomena may occur.

YV VY

II. CLASSIFICATION OF ROUTING PROTOCOL
Due to the highly dynamic nature of a mobile ad hoc network several frequent and unpredictable changes in
network topology are observed which adds difficulty and complexity to routing among the mobile nodes and
reduce the security of transmitting packet data. Thus, the significance of routing protocol in establishing
communications among mobile nodes, make more secure routing area the most active research area within the
MANET domain. Numerous routing protocols and algorithms have been proposed, and their performance under
various network environments and security conditions have been studied and compared.
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Figure 2: Classification of MANET Routing Protocols

Above figure represent the classification of secured routing protocols in MANET. Unicast routing protocols
means a one-to-one communication, i.e., one source node transmits data packets to a single destination node. This
is the most prevalent category of routing protocols found in mobile ad hoc networks.

Multicast routing protocols come into use when a source node needs to send the similar message, or stream of
data, to multiple destination nodes.

Geo-cast routing protocols are a special case of multicast that is used to distribute data packets to a group of nodes
situated inside a specified geographical area of network.

Several surveys and comparative analysis of MANET routing protocols have been published in previous year. A
preliminary classification of the routing protocols can be done via the type of cast property, i.e., whether they use
a Unicast, Geo-cast, Multicast, or Broadcast forwarding. This segment presents the various aspects of routing
algorithms and the following section will provide brief description of various routing protocols and their
comparative analysis.

I11.  ANALYSIS OF DIFFERENT PROPOSALS FOR MANETS
This section explains a glance of existing techniques in the field of IPv6 based MANET for the detection and
prevention of attack and help to provide more secure network.

Reshmi, T. R., and K. Murugan [1], proposed “Light weight cryptographic address generation (LW-CGA) using
system state entropy gathering for [Pv6 based MANETSs”. The paper proposes empirically strong Light Weight
Cryptographic Address Generation (LW-CGA) using entropy gathered from system states. Even the system users
cannot monitor these system states; hence LW-CGA provides high security with minimal computational
complexity and proves to be more suitable for MANETS. The LW-CGA and SeND are implemented and tested
to study the performances. The evaluation shows that LW-CGA with good runtime throughput takes minimal
address generation latency. In this work main problem occurs due to the limited bandwidth and processing power.
So in this work we need to improve the privacy enable auto-configurable in MANET using more light weight
techniques.

JeeHyeon Na et al [2] they proposed self-organization addressing protocol automatically organizes nodes into tree
architecture and configures their global 1Pv6 addresses. Novel unicast and multicast routing protocols, based on
longest prefix matching and soft state routing cache, are specially designed for the IPv6-based MANET. Mobile
IPv6 is also supported such that a mobile node can move from one MANET to another. Moreover, a peer-to-peer
(P2P) information sharing system is also designed over the proposed IPv6-based MANET. They have
implemented a prototyping system to demonstrate the feasibility and efficiency of the IPv6-based MANET and
the P2P information sharing system. Simulations are also conducted to show the efficiency of the proposed routing
protocols.

Ahmed Shariff et al [16] demonstrated that Mobile Ad-Hoc Networks (MANETS) are portrayed by the absence
of framework, element topology, and their utilization of the open wireless medium. Black hole attack speaks to a
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noteworthy risk for such sort of systems. Firstly, it exhibits a broad study of the known black hole discovery and
the prevention approaches and another by assessed new measurements for their characterization.

Bikramjeet Singh et al [17] discussed a single and cooperative black hole attack is one of the prominent security
enforcement in MANETSs where a malicious node spoofs a source node and absorbs a packet for a destination
node by facilitating self-designated routes during the route discovery process. Researchers around the world have
proposed various detection techniques and schemes to detect this type of security attack. This presented a hybrid
technique to mitigate the effects of black hole attacks and maintain a military perspective. The simulation was
performed using the NS-2 simulator. The metrics used are delay, throughput, and packet transfer rate.

In this section we describe the simulation results of existing work with their comparisons. The comparison of
existing work is given in table on the basis of different routing protocols in the MANET.

Table 1: Comparison of existing work based on Energy Consumption

ROUTING PROTOCOLS | EXISTING WORK
SeND 720 MJ
IP-based core network 842 MJ
DSR 869 MJ
Security based RP 748 MJ

Comparison of existing work based on Energy Consumption

SeND 1P-Sanrd corm o Secnity buned NP
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Figure 3: Comparison of existing work based on Energy Consumption

Above table 1 and figure 3 shows the comparison of energy consumption rate using different routing protocols in
MANET. From the figure it is clear that the energy consumption rate is better with SeND and Security based
routing protocols and it is possibility to combine both techniques for better results.

V. CONCLUSION

In this work, we introduced a comparative analysis of routing protocols in MANET with security concern. In this
survey, we discuss security of IPv6 based MANET and its characteristics, advantages, application, challenges,
issues and different types of routing protocols for efficient and effective communication between the mobile nodes
participating in a dynamically reputable network of nodes. The discussed routing protocols are roughly classified
into three types namely Broadcast, Unicast and Multicast routing Protocols. In this paper, a brief description on
secure routing protocols is provided and how they are superior to other existing routing protocols is exposed.

As already mentioned in this survey, the research in the area of mobile ad-hoc networks is future from being

comprehensive. Much of the effort is waste on devising routing protocols to maintain the secure and effective

transmission of data packets between nodes that are part of the network. However, there are a lot of topics for

research in this field like:

» How can ad-hoc network seamlessly and efficiently access the internet in order to provide advanced services
for users.

» There is a possibility to improve the Quality of service (QoS) of existing MANET.

» How can the network secure itself from malicious or compromised hosts is a big are for further research.
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